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Abstract

Data are not a new resource in the economy, but they are now growing at an unprecedented rate as a result of the
proliferation of digital devices and services. An analysis of emerging national data regulation systems identifies sig-
nificant differences in national approaches, especially in relation to cross-border data flows, due to economic specif-
ics and national interests. Differences of approach among the major players create challenges for other countries,
increase the fragmentation of the global regulatory environment, produce uncertainty, and increase compliance costs
Jor businesses. These factors determine the importance of international cooperation in the field of data management.

This review presents the approaches of the BRICS countries—Brazil, Russia, India, China, and South
Africa—to the regulation of data, primarily of their cross-border flows, as well as the requirements for localization of
data storage and operations.

Based on the results of the review, general trends in the approaches taken by the BRICS countries to regulation
can be identified, leading to the conclusion that it is possible to strengthen interaction within BRICS, primarily in
relation to mutual recognition of the adequacy of existing and contemplated data protection measures to ensure
mutually beneficial cross-border movement of data.
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Introduction

Data are becoming an increasingly important resource in the global economy, and the use of
data has a significant impact on economic and social processes. The role of data in the global
economy is stipulated by rapid digitalization, the inexhaustibility of data as a resource, and the
possibility of its use by a large number of actors without significant costs to create economic
and social value.

! This article was submitted on 09.08.2022.

INTERNATIONAL ORGANISATIONS RESEARCH JOURNAL. 2022. Vol. 17. No 3. P. 212-234



INTERNATIONAL ORGANISATIONS RESEARCH JOURNAL. Vol. 17. No 3 (2022)

In the context of acute geopolitical contradictions and information wars, mistrust and
risks of misuse and malicious use of data are growing. Accordingly, there is an increasing de-
sire to protect data privacy through conditional cross-border data transfers or requirements for
data storage and processing within specific state boundaries. Contradictions between actors
in international regulatory regimes are aggravated. In order to reduce the risk of influence in
multilateral institutions that contradicts Russian interests and approaches in relevant areas, it
is important to strive for the formation of international principles for regulating data flows and
protecting data in cooperation with key partners, primarily the other BRICS countries (Brazil,
India, China, and South Africa).

To assess the prospects for data governance cooperation within BRICS, the approaches
of these partner countries are examined. The analysis includes the normative documents these
four countries have in force or plan to adopt. The main emphasis is on approaches to cross-
border data flows, an area with the most significant differences in regulation across countries.

BRICS Approaches to Data Governance
China

Despite China’s leading position in the digital economy, including its status as the largest
actor in cross-border data flow chains, the relevant regulatory system in China began to take
shape only relatively recently. The current economic and political system of China implies the
active government participation in economic and social processes, which determines the sig-
nificant role of the state in the digital economy and, in particular, the relatively strict regulation
of cross-border data flows across borders and within the country.

The concept of digital sovereignty is at the core of China’s policy on data flows. China’s
approach to digital sovereignty is based on the understanding of digital technologies and the
Internet as the most important geopolitical asset. Chinese policy is aimed at promoting tech-
nology leadership on a global scale, as well as data protection (a key government concern, see
S. Budnitsky and L. Jia [2018]), with a particular emphasis on security [Creemers, 2020]. This
approach is also reflected in Chinese policy on data flows.

China’s data flows regulatory system, which is still under development, is based on three
acts that came into force in the past five years—the Cybersecurity Law, the Data Security Law,
and the Personal Information Protection Law—and related regulations and by-laws.

China’s Cybersecurity Law explicitly sets out localization requirements for certain catego-
ries of data. In accordance with the law, personal information and important data collected and
generated by critical information infrastructure operators in China must be stored within the
country [Creemers, Triolo, Webster, 2018]. While the Cybersecurity Law does not provide a de-
tailed definition or scope of activities for critical information infrastructure operators, it notes
that China will focus on protecting certain critical industries, including, but not limited to,
public communications and information services, energy, transportation, finance, and public
services where destruction, loss of functionality, or data leakage may lead to a threat to national
security or public interest [Ibid.].

The Cybersecurity Law also provides that if the cross-border transfer of personal and sen-
sitive data is necessary due to business needs, a security assessment must be carried out follow-
ing the measures formulated by the state Cyberspace Administration and the relevant depart-
ments of the State Council (“security assessment”). The Cybersecurity Law does not directly
list the measures and procedures for security assessment, however, in recent years, some draft
documents in this area have been issued. One such document is the Draft Measures on Security
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Assessment of Cross-Border Data Transfer. Under the Cybersecurity Law, “critical informa-
tion infrastructure operators” are required to undergo security assessments, while the Draft
Measures extend this obligation to “network operators.” Thus, network operators in China are
classified as critical infrastructure operators, which makes the interpretation of such infrastruc-
ture very broad. Formally guided by the goals of ensuring security in cyberspace, China has
introduced significant legal restrictions on cross-border data flows.

In addition to these requirements that apply to data flows in general, in order to “ensure
public security and facilitate access to data by regulators,” China has also introduced data lo-
calization requirements for specific sectors, including health information [Hu, Gong, Yang,
2022], credit files [Order No 631, 2013], personal information collected by commercial banks
[NRF, 2020], organizations that operate navigation and mapping services [Si, Cai, 2021], on-
line taxi platforms [Interim Administrative Measures, 2016], and online bicycle sharing opera-
tors [Yang, 2020], as well as in relation to information constituting state secrets [Cadwalader,
2011].

The Cybersecurity Law has addressed the governance and security of digital data, but
other types of data have remained outside the regulation perimeter. The Data Security Law
has filled this gap, as it covers all types of data (including both electronic and non-electronic
data) and covers the full cycle of operations with them [Data Security Law, 2021]. Unlike the
Cybersecurity Law, which only governs digital data, the scope of the Data Security Law also
extends to non-electronic data. In addition, while both laws provide for the possibility of being
applied to illegal activities abroad, sanctions under the Cybersecurity Law are limited to cases of
exporting personal data collected in China, importing “illegal” data from abroad, and actions
that seriously compromise the security of China’s critical information infrastructure. Under
the Data Security Law, any overseas data processing activities that endanger China’s national
security, the public interest, or the legitimate rights of any person or entity are illegal. Thus, the
Data Security Law is based on a more comprehensive approach, providing very broad grounds
for its enforcement.

The term “national security” is very often mentioned in the Data Security Law in com-
parison with “privacy protection.” Thus, it seems that strengthening national security is a key
factor behind the adoption of the law. Under the Data Security Law, for the first time, the
Chinese government has established a centralized classification system based on the level of
data importance. Data relating to national security, the national economy, social welfare, and
critical public interests are considered as core data and operations with them are subject to
more stringent verification. The Chinese government is currently preparing the publication of
national, regional, and departmental catalogues with a classification guide to ensure greater
control over core data processing activities.

As for data exports, it seems that the main purpose of China’s regime is to counter the
Clarifying Lawful Overseas Use of Data (CLOUD) Act adopted in the United States in 2018.
The CLOUD Act allows U.S. law enforcement agencies to request access to electronic data,
regardless of the country in which they are stored. However, under the Cybersecurity Law of
2016, exports of personal data and sensitive data stored using critical information infrastructure
in China is subject to security assessments. This measure is reinforced by the Data Security
Law, which also provides that companies that fail to comply can be fined up to 10 million yuan
(about $1.5 million), and face suspension of their activities or closure.

To complete the formation of the Chinese data regulatory framework, it was necessary to
adopt legislation directly related to personal data. On 20 August 2021, the Personal Information
Protection Law (PIPL) of the People’s Republic of China (PRC) was adopted, with key as-
pects very similar to the European model embodied in the General Data Protection Regulation
(GDPR) [PIPL, 2021]. The law provides for a definition of personal information, explains the
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legal basis for personal data processing, establishes obligations and responsibilities of proces-
sors, and provides for strict data localization requirements to protect Chinese interests in cross-
border personal information transfers. Although the PIPL is similar to the European Union’s
(EU) GDPR, there are some differences and additional requirements in Chinese law.

The PIPL provides for extraterritorial jurisdiction under certain circumstances. Three
cases have been identified when extraterritorial jurisdiction may apply, including when the pur-
pose of the data processing is providing goods or services to individuals in China, “analysis” or
“assessment” of Chinese citizens’ behaviour, or other purposes provided for by other regulatory
legal acts [PIPL, art. 3]. A processor that plans to transfer personal information to organizations
outside China must provide individuals with specific information about the transfer and obtain
separate consent for this, take necessary measures to ensure that foreign recipients provide the
same level of information protection as established in accordance with the PIPL, and conduct
an impact assessment regarding personal information protection.

Chinese law provides for localization requirements. Operators or organizations that pro-
cess a large amount of personal information (when the amount of personal data processed
reaches certain thresholds set by the relevant government agency) are obliged to store personal
information in China. If such personal information needs to be transferred overseas, the organi-
zation must undergo a security assessment by the Cyberspace Administration of China (CAC)
and other relevant authorities. A similar requirement also applies if the processor falls under the
definition of “critical information infrastructure operator.”

In other cases of cross-border transfer, the law allows choosing one of the following op-
tions: passing the security assessment organized by the relevant government authority (CAC)
(similar to critical information infrastructure operators and cases of processing large amounts
of personal information), obtaining a personal information protection certificate from profes-
sional institutions recognized by CAC, concluding an agreement with a foreign personal in-
formation recipient in accordance with the standardized contract form provided by CAC that
specifies the rights and obligations of both parties, or fulfilling other conditions established by
laws, administrative regulations, or the relevant government authority [PIPL, art. 38].

Analysis of China’s legal acts regulating data flows shows they are aimed at protecting the
country’s digital sovereignty and ensuring cybersecurity. Since the Chinese model for regulat-
ing cross-border data flows is based on the central role of cybersecurity in national security, it
is quite restrictive [Lee, 2018; Liu, 2019]. Localization requirements and restrictions on trans-
ferring data to other countries indicate that the Chinese government seeks to maximize digital
sovereignty and minimize the possibility of foreign interference, which is a distinctive feature of
the PRC’s approach compared to other countries analyzed. At the same time, China provides
an example of a restrictive approach, which, combined with strategic state intervention in the
economy, has helped stimulate domestic digital market growth and ensure the global reach of
large national technology companies. Given the need to further expand these companies’ activ-
ities, including international ones, economic aspects have become more and more important in
data regulation policy over time (even though initially the main goal of regulating cross-border
data flows in China was to ensure national security).

China is currently finalizing a national data governance and protection system that re-
quires certain conditions to be met for cross-border data transfer, including a security assess-
ment by government agencies, and establishes localization requirements—all critical informa-
tion infrastructure operators, understood very broadly, and personal information processors
must store personal information they collect locally.

At the same time, economic interests tend to soften China’s official position regarding
free data flows and convergence in approaches with other countries, including BRICS part-
ners, despite the previously introduced restrictions. Thus, the PIPL expressly states that the
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PRC government will strive to conclude international agreements on personal data transfers
and mutual recognition of standards for personal information protection [PIPL, art. 12]. In
2020, the Chinese government announced its readiness to allow cross-border data flows in the
Hainan Free Trade Zone [Lu, 2020]. The Chinese authorities also noted the importance of
international coordination in the field of data security and recognized that local data storage re-
quirements cannot be considered universal for all countries. Experts agree that a key reason for
a shift in China’s data flow policy is the desire to strengthen the digital dimension of economic
projects, in particular within the One Belt One Road Initiative (OBOR)—the Digital Silk Road
launched in 2015 [Liu, 2020].

India

Despite its large population and the rapid increase in access to telecommunications net-
works, as well as numerous national companies in the telecommunications industry, India has
not yet adopted special legislation to govern data flows, including their cross-border movement.
However, a comprehensive data regulation is currently under discussion and is expected to be
adopted in the near future.

Based on the interpretation adopted by the Supreme Court of India in 2017, the right
to life of Indian citizens includes the right to privacy, including data and privacy protection
[Committee of Experts on Data Protection, 2018]. Shortly after this announcement, a special
committee was established, chaired by former Supreme Court Justice B.N. Srikrishna, which
presented a report on the need for new data protection legislation along with a draft Personal
Data Protection Bill. The bill was aimed at regulating the flow and use of personal data and the
activities of various entities processing personal data; protecting the fundamental rights of per-
sons whose data is being processed; establishing a regulatory framework for accountability, data
processing, and cross-border transfers; and providing legal protection in case of violations. It
also proposed to establish the Data Protection Authority to reach these objectives. The 2018 bill
was slightly revised before being submitted for consideration and is currently awaiting approval
in the Indian Parliament as the 2019 Personal Data Protection (PDP) Bill [PDR Bill, 2019].

The PDP Bill, introduced in the Indian Parliament by the Ministry of Electronics and
Information Technology on 11 December 2019, is largely modelled after the EU’s GDPR. It
applies to personal data processed in India by the Government of India, any company or legal
entity registered in India, and foreign companies dealing with personal data of Indian individu-
als (for example, dealing with data of Indian citizens outside the country), subject to certain re-
quirements. These requirements provide for extraterritorial application of the act if the process-
ing of data by foreign companies, regardless of their physical presence in India, is connected
with “any business carried on in India or any systematic offering of goods or services to data
principals within India; or profiling data principals within India” [Ibid.].

The bill provides for the creation of the Data Protection Authority (DPA), which is en-
trusted with broad rule-making, administrative, and quasi-judicial functions. Its functions are
similar to that of the European Data Protection Board.

The bill imposes obligations on data fiduciaries (“those who, alone or in conjunction with
others, determine the purpose and means of processing of personal data”), including provid-
ing data principals with detailed notice prior to data collection and obtaining their consent;
processing data only for a clear, specific, and legitimate purposes and in a fair and reasonable
manner; retaining data only until the purpose of the collection is achieved; and taking steps to
ensure transparency and accountability.

The bill establishes different localization rules for different categories of personal data.
Data localization requirements are identified within a three-level structure. Restrictions on
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transfers (localization requirements) do not apply to personal data in general but are imposed
on “sensitive personal data” and “critical personal data.” Sensitive personal data may be trans-
ferred abroad for processing if the individual has expressly consented to this and subject to
certain additional conditions, but it still must be stored in India [PDR Bill, 2019]. Sensitive
personal data includes “such personal data which may reveal, be related to, or constitute: fi-
nancial data; health data; official identifier; sexual orientation; biometric data; genetic data;
transgender status; caste or tribe; religious and political belief or affiliation; and any other data”
specified by the Government of India in consultation with the DPA and the regulator in the
specific sector [Ibid.]. Critical personal data, in general, cannot be transferred outside of India
and is processed only within the country. However, to a limited extent, regulators plan to allow
the transfer of such data to other countries or organizations, although the specific mechanism
is not specified in the bill. Critical personal data is defined as “such personal data as may be
notified by the Central Government to be the critical personal data” [Ibid.].

A key motivation for including localization requirements in the proposed regulation ap-
pears to be the protection of Indian economic interests by ensuring that local digital data is
primarily used to develop domestic digital companies (so-called “data champions”), thereby
limiting “data colonialism” by large technology companies [Hicks, 2019; Mint, 2019]. In ad-
dition to protecting economic interests, India’s restrictive approach to regulating cross-border
data flows is based on various advantages of data localization to ensure effective regulatory over-
sight and enforce domestic laws. For example, Indian regulations require all payment system
providers to store data relating to such systems locally (even if such data are processed abroad)
so that the Reserve Bank of India can “have unfettered supervisory access to data stored with
these system providers as also with their service providers / intermediaries/ third party vendors
and other entities in the payment ecosystem” [Reserve Bank of India, 2018]. Similarly, in the
context of personal data protection, the Srikrishna Committee report noted that the “effective
application” of the Indian PDP Bill “will invariably require data to be stored locally within In-
dia, and this would mean that such a requirement, where applicable, would limit the possibility
of cross-border data transfers.” At the same time, data localization requirements, in addition
to their legal and regulatory advantages, are in line with the logic of domestic economic devel-
opment policy: if more data can be stored in India, this will lead to improvements in domestic
digital infrastructure for new digital technologies such as artificial intelligence and the Internet
of things [PRS Legislative Research, n.d.].

In general, the PDP Bill is to a large extent based on the EU’s GDPR. However, the spe-
cifics of the Indian approach to digital economy development based on supporting “national
champions” predetermined a number of differences that characterize India’s policy as more
protectionist. The key difference is India’s planned introduction of localization requirements.

The approach prescribed in the draft PDP Bill (localization requirements depending on
the category of personal data) is also proposed to be used in relation to non-personal data. The
draft National E-Commerce Policy [Government of India, 2019] provides for data localization
measures. The report of the Committee of Experts on Non-Personal Data, established by the
Ministry of Electronics and Information Technology, recommended the introduction of data
localization requirements for certain categories of non-personal data, similar to those envisaged
in the PDP Bill. Thus, sensitive non-personal data can be transferred outside the country, but
will have to be stored in India, and critical non-personal data can only be stored and processed
locally [Committee of Experts on Non-Personal Data, 2020].

Some commentators believe that in recent years the Indian government has moved from
minimal oversight of cybersecurity and data security to over-control. In particular, due to the
vagueness of some concepts, concerns have been raised about the potentially “excessive” pow-
ers granted to the Government of India under the PDP Bill. Most of the criticism is related to

INTERNATIONAL ORGANISATIONS RESEARCH JOURNAL. 2022. Vol. 17. No 3. P. 212-234



INTERNATIONAL ORGANISATIONS RESEARCH JOURNAL. Vol. 17. No 3 (2022)

localization requirements. The PDP Bill, similar to the National E-Commerce Policy titled
“Indian Data for India’s Growth,” explicitly highlights the country’s commitment to the devel-
opment of its digital sector using data to drive national companies’ growth. Unlike developed
countries, the Indian government seems to believe that implementation of such an approach
is impossible without data localization measures. Accordingly, the Personal Data Protection
Bill assumes that copies of sensitive personal data will be stored in India, and the cross-border
transfer of critical personal data will be almost completely prohibited.

Given the broad scope of the definition of sensitive personal data, the proposed bill impos-
es a greater compliance burden on companies compared to the current legal regime (currently
data can be transferred to any country provided that the transfer is necessary to fulfil an existing
contract and the principal has consented to such transfer) [Ministry of Communications and
Information Technology, 2011, rule 7]. In addition, there is an opinion that the Government
of India will treat any data as critical personal data, since this term is not clearly defined in
the PDP Bill [2019]. At the same time, cross-border transfer of non-critical personal data will
also be possible only in limited circumstances to countries for which the government expressly
allows such transfers (adequacy approach), pursuant to intra-group data transfer schemes ap-
proved by the government, when explicit consent is given by the data principal, or based on a
need for any specific purpose determined by the regulatory body [Ibid.].

Thus, several important issues regarding enforcement aspects and their impact on data
flows regulation in India remain unclear. In the near future, the Government of India is most
likely to pass the PDP Bill approved by the joint parliamentary committee. After its entry into
force, the scope of data localization requirements and other norms that are not clearly defined
and will be applied based on the regulator’s decisions will become clear. Accordingly, poten-
tial for India’s cooperation on data regulation issues with other BRICS countries will become
clearer.

Brazil

Currently, Brazil’s main regulation on data flows is the Personal Data Protection Law (Lei
Geral de Protec@o de Dados Pessoais, LGPD). It was adopted in 2018, entered into force in
2020, and in 2021 liability for violation of its provisions became effective. The law systematizes
and unifies the Brazilian legal framework, which consists of more than 40 different legislative
acts in the field of data governance, replacing some provisions of existing laws and supplement-
ing others. The law provides for the regulation of personal data processing, including by digital
means, by a natural person or legal entity under public or private law, with the aim of protecting
fundamental rights to freedom and privacy and free personal development [LGPD, 2018].

Based on the text of the law, several types of data with different regulation regimes can be
identified. Personal data means data that allows identifying a natural person directly or indi-
rectly. This type of data is understood quite broadly, without further explanation. Personal data
is subject to regulation under the LGPD. Confidential data are data with processing possible
only after obtaining the express consent of the data principal and for a specific purpose. The
LGPD determines that, without express consent, the processing of such data is only possible
when the information is necessary in situations related to a legal obligation, public policy, pres-
ervation of human life and physical integrity, for preserving health privacy, and fraud preven-
tion. Sensitive data reveals a person’s racial or ethnic origin, religious or philosophical beliefs,
political opinions, trade union membership, genetic information, biometrics, or information
about a person’s health or sex life. The processing of sensitive personal data is carried out only
in the following situations: with the specific and explicit consent of data principal or his/her
legal representative, for specific purposes, or without the consent of data principal, when it is

INTERNATIONAL ORGANISATIONS RESEARCH JOURNAL. 2022. Vol. 17. No 3. P. 212-234



INTERNATIONAL ORGANISATIONS RESEARCH JOURNAL. Vol. 17. No 3 (2022)

necessary for: the fulfillment of a legal or regulatory obligation by data controller; joint process-
ing of data when this is necessary for the public administration to comply with public policy
requirements provided for in laws or regulations; research conducted by a research organiza-
tion, while ensuring the anonymization of sensitive personal data; regular exercise of rights,
including under a contract and within the framework of judicial, administrative, and arbitration
procedures; protecting the life or physical security of data principal or a third party; protection
of health, exclusively within the framework of a procedure carried out by medical profession-
als, health services, or sanitary authorities; ensuring fraud prevention and security of the data
principal; and identification or authentication of registration in electronic systems. Public data
processing must take into account the purpose, good faith, and public interest that justify data
accessibility [Ministry of Citizenship, n.d.].

The law applies to any data processing operation carried out by a natural or legal person
under public or private law, regardless of the means, the country in which its headquarters is
located, or the country in which the data is located, provided that the processing is carried out
in Brazil, processing activities are aimed at offering or providing goods or services or at process-
ing data of natural persons located in Brazil, or the personal data being processed was collected
in Brazil. Thus, similar to other norms considered, the Brazilian law provides for extraterritorial
application.

Concrete definitions of the terms “data controller” and “data processor” are not provided
in the text of the law. The National Agency for the Protection of Personal Data (ANPD), estab-
lished by this law, is responsible for clarifying the statuses and issuing relevant instructions. The
lack of definitions and explanations creates legal uncertainty in the early stages of the law’s en-
forcement, since the recently established ANPD (its creation was delayed, including due to the
initial veto of the president and then the pandemic) has not yet issued the required instructions.

The Brazilian law permits cross-border personal data transfers only in the following cases:
to countries or international organizations that provide a level of personal data protection that
is adequate to the LGPD provisions; when a controller offers guarantees of and proves com-
pliance with the principles and respect for the rights of data principal and the data protection
regime provided for by this law, in the form of special contractual clauses for a specific trans-
fer, standard contractual clauses, binding corporate rules, and regularly issued certificates and
codes of conduct; when the transfer is necessary for international legal cooperation between
state intelligence, investigative, and prosecutorial bodies, in accordance with international law
principles; when the transfer is necessary to protect the life or physical security of the data prin-
cipal or a third party; when national authorities authorize the transfer; when the transfer is part
of an obligation in the framework of international cooperation; when the transfer is necessary to
carry out public policies; and when the data principal has given his/her specific and expressed
consent to the transfer, being previously informed about the international nature of the transfer.

The level of data protection in a foreign country or international organization is assessed
by Brazilian national authorities, which take into account general and sectoral legislation in
force in the destination country or international organization, the nature of data, compliance
with the general principles of personal data protection and respect for the rights of data princi-
pals provided for by the LGPD, adoption of security measures provided for by Brazilian regula-
tions, availability of judicial and institutional guarantees for the observance of rights related to
the protection of personal data, and other specific circumstances of the transfer.

Six of the eight mechanisms for approving cross-border data transfers require decisions
by the ANPD. This supervisory body is at the formation stage. The five ANPD directors were
appointed by President Bolsonaro and took office on 6 November 2020. The ANPD has also
hired 19 out of 31 employees it can under the presidential Executive Order 10.474/2020. It re-
mains unclear how long it will take to assess, establish, and approve data transfer mechanisms
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as provided for in the law. At the moment, companies can use only two data transfer mecha-
nisms—specific and clear consent or the need to perform a contract.

In the future, the approach chosen by the ANPD will determine the cross-border data
transfer regime. There are several models in the world that can be examined to choose the best
one for Brazil. Alternatively, Brazil could develop its own governance model. The ANPD could
consider the “EU plus” approach for determining the adequacy of protection in certain juris-
dictions, as Israel and Colombia have done, or choose the UK model, delegating such decisions
to data controllers. The ANPD may also recognize the existing EU standard contractual clauses
(SCCs) and binding corporate rules (BCRs) or simply require contractual safeguards to provide
adequate protection, as Canada has done. It can also initiate the issue of certificates or codes
of conduct—through participating in the Asia-Pacific Economic Cooperation (APEC) Cross
Border Privacy Rules (CBPR) System [APEC, n.d.] or working with local associations to recog-
nize codes of conduct and expand their scope by appointing third party certifiers [TAPP, 2020].
Establishing rules for cross-border data transfers is one of the priorities of the ANPD for the
next two years, so its first decisions are expected by the end of this year or in early 2023 [ANPD,
2021]. To the moment, the ANPD has launched international cooperation with the EU and
the UK. In April 2021, the agency took part in the UK-Brazil Digital and Cyber Dialogue
2021 to share experiences and discuss international data flows governance issues. In addition,
ANPD members took part in the Data Protection Academy project organized by the University
of Maastricht as part of the cooperation between the ANPD and the European Commission
[Neeser, 2021].

The Brazilian data protection law was largely modelled after the EU’s GDPR. These two
legal acts are very similar: in fact, their principles coincide, extraterritoriality is implied, and
similar rights are guaranteed to data principals. The cross-border data transfer provisions in
Brazilian law are also similar to the GDPR. The differences between the two laws are minor. An
important factor of this is Brazil’s accession to the Organization for Economic Co-operation
and Development (OECD) and its desire to develop domestic legislation in line with the OECD
approaches. At the same time, the EU and the OECD cooperate closely, and many principles
and recommendations proposed by the OECD are reflected in the EU’s legal framework.

In its current form, the LGPD does not impose localization requirements, and experts as-
sess it as restrictive, but not prohibitive. For example, the United Nations Conference on Trade
and Development (UNCTAD) in its report placed Brazil in the category of countries with a
conditional data transfer regime, assessed the conditions for data transfer as quite strict, and the
approach itself as prescriptive [2021]. However, various political forces, mainly from the left of
the political spectrum, seek to either amend the LGPD to tighten its conditions, or introduce
new, more restrictive laws.

In general, Brazil’s political system is competitive, diverse, and relatively balanced. Left-
wing parties and their representatives are in favour of greater restrictions in data flows govern-
ance, and support localization and “landing” of companies. They are particularly concerned
about the de facto dominance of some companies and platforms, which creates conditions for
undermining competition and violating citizens’ rights. Right-wing and centre parties oppose
localization, but still advocate for certain rules. They are interested in the effective implementa-
tion of the LGPD and progressive development of the ANPD to establish a harmonious data
governance framework. The outcomes of presidential and parliamentary elections will greatly
affect data regulation developments. Given the relative equality of support to the two options,
there may be stagnation since neither side will be able to gain the necessary majority to ensure
the adoption of their initiatives as laws. The president has more power to issue decrees, so presi-
dential elections are more likely to affect the governance regime compared to parliamentary
ones. Lula’s victory would most likely lead to strengthening Brazil’s identity as a developing
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country, a representative of the Global South, an active participant in South-South coopera-
tion, and an important BRICS actor. One can expect increased restrictions on cross-border
data flows and the adoption of “landing” and localization requirements, as this is in line with
the left parties’ agenda. Regardless of the election results, regulators will focus on addressing
the risks posed by digital platforms, especially those with a dominant position in the digital
services market. Bolsonaro’s victory would most likely preserve the current approach, which
combines the absence of localization requirements with acknowledging the need to restrict data
flows in certain cases.

In general, Brazil’s position could contribute to successful BRICS cooperation on data
governance. There are no visible contradictions between Brazil and other BRICS members, as
it recognizes the right of each jurisdiction to establish its own requirements and rules and notes
that data flow restrictions may inevitably arise. Requirements for jurisdictions to recognize their
data protection regimes as adequate do not include political components or values. Brazilian
regulation is soft compared to China or even Russia and the policy develops rather by inertia,
but certain political forces advocate for stricter requirements, including localization.

South Africa

The legal framework for data governance in South Africa is currently being established.
The need to adapt national legislation to the new circumstances is highlighted by the growth
in the number of Internet users in the country since 2000, which has accelerated significantly
during the coronavirus pandemic, and the increasing demand for electronic communication
and digital commerce tools.

The Protection of Personal Information Act (POPIA) signed in 2013 is the main one in
this legal framework. Given the fundamental nature of the proposed changes in the activities of
public authorities and private companies, its entry into force took eight years. The provisions
of the law entered into force in stages, and some of them were revised after the adoption of
the 2020 Cybersecurity Act. In addition, the provisions regarding reporting by private compa-
nies provided for a one-year transitional period, and therefore POPIA only became effective in
practice from July 2021.

Based on the basic principles of South African data policy, the main responsibilities of
data operators include compliance with the requirements for ensuring the legality and open-
ness of operations with data, as well as their security. POPIA requires all organizations involved
in personal data processing to appoint a person responsible for compliance with personal data
regulations and submit relevant information to the national regulator. By default, this task is
assigned to companies’ executive directors. According to POPIA, data operators should submit
internal regulations to ensure security of processed data for consideration by the national regu-
lator. In case of violation of data integrity and security, operators are obliged to submit informa-
tion about the incident to competent authorities within 72 hours.

POPIA applies to data operators that are registered legal entities in South Africa. The ex-
traterritoriality of the act is manifested if the data controller is not registered in South Africa but
uses automatic and/or non-automatic data processing tools for data collected in South Africa.
An exception is made for operators who only transmit data through the territory of South Africa
and whose activities are not related to data collection and processing in the country. Unlike
the laws of other BRICS countries discussed above, POPIA does not apply to the activities of
companies that are registered in foreign jurisdictions but offer goods or services to consumers
in South Affrica.

According to the act, the transfer of personal information to a third party outside of South
Africa is prohibited except for certain cases. One such case is if the data recipient outside of
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South Africa is committed to comply with corporate rules or agreements that provide for a suf-
ficiently high level of data protection that meet the following requirements: effectively support
the principles of rational data processing, which are substantially similar to the conditions for
lawful processing of personal information relating data principal, which is an individual or,
where applicable, a legal entity;? are substantially consistent with the content of the act regard-
ing the onward personal information transfer from the recipient to a third party located abroad.?
Other cases include those in which the data principal has consented to the transfer of infor-
mation, the transfer of information is necessary for the fulfillment of contractual obligations
between data principal and the responsible party or for the implementation of pre-contractual
measures taken in response to the request of data principal, the transfer is necessary for the
conclusion or performance of a contract concluded for the benefit of data principal between
the responsible party and a third party, the data transfer is carried out in the interests of the
data principal, obtaining the consent of the data principal for data transfer does not seem ap-
propriate, and if there are no obvious grounds for assuming that the data principal could refuse
to transfer the data concerned.

Thus, South African law does not establish requirements for digital data localization, but
the transfer is still conditional. The requirement for localization can likely be strengthened in
the process of implementing the Draft National Data and Cloud Policy proposed in 2021 [Re-
public of South Africa, 2021].

Over the past few years, South Africa has made significant progress in the development of
national data governance. The benefits created by the development of digital and data process-
ing technologies have become an impetus for the development of relevant national legislation.
The second equally important factor is cybersecurity. The adoption of the Cybercrimes and Cy-
bersecurity Act and the entry into force of all the POPIA provisions made it possible to resolve
several important regulatory issues—conditions for data transfer to operators located abroad
were specified, the powers of the national regulator in terms of monitoring local data operators
were defined, and offences related to the violation of data privacy were determined. Neverthe-
less, on several issues, there is a need for further decision-making at the state level.

First, the issue of formalizing data localization requirements has not been addressed, al-
though such requirements are organically combined with POPIA requirements. Lack of re-
sources needed to enforce this solution locally leads to the absence of such requirements, which
could both reduce the attractiveness of the South African market for foreign data companies
and create additional difficulties for national operators. The need to store user information
locally is highlighted as a priority area of work in the Draft National Data and Cloud Policy.
Thus, in the near future relevant proposals are likely to be presented as draft laws.

Second, South Africa’s cautious position toward international agreements on data govern-
ance may result from a lack of available competencies or trained workforce, as well as resources
for its formation, to fulfil obligations on ensuring personal data security at the international
level, as required, for example, by the African Union Convention on Cyber Security and Per-
sonal Data Protection. The case of negotiations on e-commerce within the World Trade Organ-
ization (WTO) supports this idea—Indian and South African positions focus on the expected
negative consequences of lifting protectionist restrictions in e-commerce for digital industries
in developing countries, which will face competition with more advanced foreign information
technology giants, having both a technological base and relevant competencies. Maintaining

2 Tt should be noted that there are no other comments regarding the semantic content of the “principles
of rational data processing” in POPIA. Some experts indicate there are eight basic principles of data process-
ing. See for example: https://www.popiact-compliance.co.za/popia-information/17-conditions-for-lawful-
processing-of-personal-information

* The text of the law does not specify what is meant by these provisions.
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restrictions should therefore allow developing countries to catch up with developed ones with-
out putting their emerging industries at risk.

Third, along with the lack of resources, there are some shortcomings in the institutional
environment. The powers to control implementation of relevant laws are distributed among
various bodies—for example, compliance with certain POPIA provisions is controlled by the
national regulator, while the police are responsible for monitoring compliance with other regu-
lations, also acting as the operator of a special coordination centre involved in monitoring cyber
incidents and, in some cases, as a platform for interaction with foreign authorities on combat-
ing cybercrime. At the same time, a legal gap remains that allows foreign actors, in exceptional
cases which are not specified in the law, to bypass this coordination centre and directly interact
with the responsible representatives of the country’s judiciary, which according to some experts,
can be considered as a violation of state sovereignty.

Finally, to date insufficient data have been accumulated regarding the effectiveness of the
adopted regulatory measures in practice. The Cybercrimes and Cybersecurity Act came into
force in December 2021, while the abovementioned coordination centre on cyber incidents is
still being prepared for launch in 2022. POPIA fully entered into force in 2021, therefore, to
date the actual experience of compliance by national data operators with the requirements for
enforcing personal data protection plans agreed by the state regulator is less than one year. The
real impact of the measures discussed is yet to be assessed in the coming years.

Conclusion: Potential for BRICS Cooperation

The analysis shows that four BRICS countries differ in terms of regulatory approaches to data,
primarily regarding restrictions on their cross-border flows. The main difference is that China
and India use or plan to apply a restrictive or binding approach, which implies data localization
requirements. Brazil and South Africa currently use a prescriptive approach, implying condi-
tionality of cross-border data transfers and different requirements for those willing to export
personal data.

China pursues an expansionist strategy that reflects the logic of its domestic regulation
models. The state control data governance model (which may also be called the cyber sover-
eignty model) aims to support the entry of national digital and telecommunications companies
into developing countries’ markets, including in the framework of the One Belt One Road ini-
tiative [Erie, Streinz, 2021]. The approaches of other countries are more focused on develop-
ment using domestic resources. India relies on a protectionist approach to data governance
aimed at supporting domestic companies; in Brazil there is a political struggle between free data
flows and localization proponents, and each group claims to protect the national interests; and
South Africa, similar to India, declares supporting “national champions” through proper data
governance as a priority in its Draft National Data and Cloud Policy [Industrial Development
Think Tank, 2019].

Thus, despite some differences, there is a potential for convergence in BRICS approaches
based on the common idea of supporting domestic digital sectors. Cooperation within BRICS
is also important as the digital platforms from the U.S. and other western countries strive to
build digital markets in their own interests, and these countries’ governments seek to support
their companies through appropriate regulation of cross-border data flows.

The basis for a feasible, inclusive multilateral governance is an agreement on convergence
of data regulation while maintaining sovereignty, which, to varying degrees, is stated as a goal by
all countries considered. The consensus on data protection in this case may primarily concern
the level of protection rather than regulatory practices, without introducing conditionality or
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localization requirements, and just defining basic cooperation and interaction principles for
relevant government bodies [Heseleva, Ramos, Ichilevici de Oliveira, 2020].

Accordingly, within BRICS cooperation could primarily address mutual recognition of
regulatory norms as corresponding to a certain universal level of protection to ensure proper
cross-border data transfers, with a possible further expansion to other aspects of data govern-
ance.
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